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Since the start of the decade, we’ve done a collective 180° when it comes to where, 
when, and how we work. In a recent LinkedIn poll of approximately 800 workers, 41% of 
respondents said they want to work remote permanently and just 4% said they’d prefer to 
go back to a fully in-office workplace. And get this: 82% of workers in a related survey said 
they’d be absolutely fine with working for a company that has no physical office. 

We’ve come a long way. And there’s no going back... 

Remote and hybrid work acceptance (and the growing demand for it) has changed the way 
we communicate and collaborate. Hypercommunication channels such as messaging have 
practically made email communications old news. Company cultures everywhere demand 
reimagining. Hacking has become a business, and every home computer, a threat vector.

These considerations and others have led to our curation of eight significant 2022 business 
communication trends. Read on to see what industry analysts and subject matter experts 
say your organization should be watching and investing in.

Introduction

30%
of companies will insist 
on a fully in-office model, 
only to find that employees 
simply won’t have it. 

Attrition at these firms will 
rise above their industry 
averages — monthly quit 
rates will rise to as high as 
2.5% for as much of 2022 
as needed until executives 
feel the pain and finally 
commit to making hybrid 
work... work. 

Forrester Predictions 2022
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Adapt. Improvise. Survive. Innovate. Thrive.
Mike Smith, Director, Large Enterprise and Public Sector, Virgin Media O2

In early 2020, the digital transformation projects of most 
large organizations were plotted on a five-year roadmap. 
Less than 12 months later, independent research by the 
Centre for Economics and Business Research (Cebr) 
discovered that digital programs had been accelerated  
by an average of three years across seven key sectors, 
with IT spend increasing by an average of 18%.

The COVID-19-driven move to remote and hybrid work, the 
demand for more digital services, and better use of data 
have proven that necessity truly is the mother of invention. 
Video conferencing and collaboration, remote network 
access, robust and reliable connectivity, increased use of 
cloud services, removing paper processes — all of these 
have played an important role in transforming the way 
most organizations operate today.
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And if all this change continues at its current pace?

By 2040, It could add £236 billion to UK GDP,  
boosting the economy for decades to come and 
bringing tangible benefits to businesses, employees, 
and society as a whole.

Cebr Report on Digital Transformation | Virgin Media Business

Top areas of digital adoption

71% 
62% 
44% 

made changes to  
hybrid working

made changes to digital 
delivery of services

made changes to use of 
big data and analytics
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Three years of progress

In the frantic early months of the pandemic, public 
and private sector organizations had to show 
unprecedented levels of agility. 

They built entire virtual call centers. They reconfigured 
their networks to enable secure home and hybrid 
work. They digitized fulfillment systems, trained 
people on new software, and discovered new ways 
to recruit and integrate new employees without ever 
meeting them face-to-face. The list goes on and on. 
And all of it happened almost overnight. 

For organizations that already had the technology 
and infrastructure in place to enable this kind of  
rapid change, the transition was relatively simple.  

Collaboration tools
Machine learning
Cloud services
Analytics and insight
Online marketing
Cebr Report on Digital Transformation | Virgin Media Business

Top increases in digital investment
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For everyone else, however, it required a complete rethink 
of the way they’d always operated.

But it turns out that’s not a bad thing... 

Despite the initial disruption, UK organizations that ran 
toward the change saw customer satisfaction, employee 
satisfaction, and employee productivity improve at a time 
when many might have expected the opposite. 

And this digital change has opened up new horizons 
that otherwise might have taken years to realize, making 
organizations more agile and giving them the ability to 
adapt to unforeseen change or demand in the future. 

In its research, CEBR identified three specific areas of 
COVID-driven digital investment that will drive the biggest 
opportunities in 2022 and beyond: 

 ■ Hybrid working technologies

 ■ More digital services

 ■ Better use of data 

What has the impact been so far?
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Changing working policies

Sixty-nine percent (69%) of decision-makers say working 
policy changes instigated by the pandemic, such as 
increased opportunities for remote and hybrid work, 
will be made permanent, according to Cebr. Increased 
remote working has resulted in an extra two hours of 
work a day for the average employee — two hours that 
were often spent in a car or on a train before.

Employers also now enjoy a global talent pool thanks to 
the normalization of hybrid work. Employees can choose 
to live and work where they want as they no longer 
need to live close to the office, and that also opens up 
opportunities for those who are caregivers or would 
prefer part-time roles. Cebr predicts a potential £48.3 
billion boost to the economy as part-time employees 
increase their hours. 

From the transformation of entire 
fulfillment systems to supporting 
remote access for users, pandemic-
prompted digital transformation projects 
accelerated digital progress by three 
years overall. But there is still a lot of 
work to be done if we want to make the 
most of these opportunities. How can 
organizations get this right? 

Agility is the key.
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Delivering services digitally

Local businesses can now sell to customers anywhere in 
the UK, and in most cases the world, while consumers have 
more buying choices and better access to public services. 

The public sector has been leading the charge in rolling 
out digital services – 37% of healthcare organizations for 
example have changed how they deliver digital services, 
with a 7% increase in patient satisfaction levels as a result. 

While public sector investment will have the biggest  
long-term impact on the UK economy, continued 
investment in digital services for the private sector will also 
boost the bottom line. Retail, for example, is expected to 
grow 5% by 2040 as a result of technology investment.

Being one step ahead with data

From the transformation of entire fulfillment systems to 
supporting remote access for users, pandemic-prompted 
digital transformation projects accelerated digital progress 
by three years overall. 

The shift to digital has opened up more ways to use data, 
which sparks new opportunities such as spotting trends 
in customer behavior and having the ability to provide 
improved customer experiences, which generate more  
and new sales.

Some sectors are already feeling the benefits – 32% of 
healthcare organizations say they have changed how  
they use data. An agile approach to machine learning  
and big data is now delivering growth for entire sectors. 
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The positive impact is clear so far. But there is still a lot 
of work to be done if we want to make the most of these 
opportunities. How can organizations get this right?  
Agility is the key.

Deliver agility for your employees 

In 2022, organizations may move back to in-office work, 
willingly (or unwillingly) back to remote work, or hybrid 
work may rule the day. The only thing organizations can 
really plan for in 2022 is agility. To establish long-term 
success and resilience, organizations should prepare by 
empowering their people with everything they need to 
perform at their very best no matter where they are.

In addition to the right policies and clear expectations, 
the best, most agile technology is key, from cloud-based 
connectivity to integrated cloud collaboration tools. 
The ability to easily switch between devices, including 
worktops, laptops, and mobile phones, will empower 
employees to be productive from anywhere. 

69% 
of decision-makers say changes in working policies 
will be made permanent in their organization, 
including a 50% increase in hybrid working. 

Cebr Report on Digital Transformation | Virgin Media Business
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Deliver agility for your customers

Investment into digital tools over the last 18 months 
has transformed how organizations operate. Video 
conferencing and collaboration, zero-trust cybersecurity 
and remote network access, robust connectivity, and 
increased use of cloud services have all delivered 
increased efficiencies and productivity. 

When teams are able to collaborate more easily and work 
more effectively, as well as engage more quickly and in 
new ways with customers, that brings a positive impact  
on customer experience and satisfaction.

Develop agility for your business 

The digital delivery of services and increased technology 
investments will lead to bigger and better data. If 
organizations take advantage of machine learning and 
improve their use of data insights, they could realize 
permanent improvements to employee productivity, 
customer service scores, and employee satisfaction rates, 
based on the increases recorded by Cebr over the last 18 
months. They’ll be better able to respond and adapt in 
the future, backed by data, which is where competitive 
advantages lie.
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Looking ahead

Digital transformation has been accelerated. 
Workplace transformation has been accelerated. But 
in 2022, it’s the investment in well-managed digital 
transformation that has huge possibilities that go 
beyond the workplace. 

The agility of hybrid work can give more people more 
time and new ways to care for others, potentially 
freeing up £3.1 billion of NHS resources to focus on 
more pressing healthcare needs. 

The environment could also benefit, with 1.2 billion 
fewer car or taxi trips taken every year if everyone 
who says they could work remotely did so for just  
one extra day a week.

There is an opportunity ahead to:

 ■ Pivot existing business models  
to capture a greater market share, 
both in-person and online

 ■ Create better employee and  
customer experiences

 ■ Simplify and streamline internal 
processes

 ■ Improve business resilience and  
agility so enterprise businesses can 
react better to future challenges

Cebr Report on Digital Transformation | Virgin Media Business
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The last 18 months have shown that digital 
transformation demands a different way of  
doing things. 

As Cebr’s research shows, a well-managed but 
continuously agile approach to work, the workplace, 
and all things digital can not only drive change  
but help your organization adapt, thrive, and shape  
a new everyday in 2022 and beyond. 
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Seize the Return to Work to Realize the Art of the Possible
Dion Hinchcliffe, VP, Principal Analyst, Constellation Research

Editor’s note: the following is an excerpt from the 
Constellation Research report “Employee Experience - 
Moving to a Decisive New Model for the Future of Work.”

The return-to-work phase now presents an unprecedented 
opportunity for organizations to rethink the employee 
experience in ways that respect individual differences—
including home lives, skills, inclinations, capabilities, 
mindsets, personal aspirations, and other factors—while 
also adapting to rapidly changing circumstances. This 

includes bringing to bear perhaps the largest wave of 
innovation in digital employee experience the industry has 
ever seen—both in approach and in the technologies.

The good news is that with advances in analytics 
techniques, mass engagement and collaboration tools, 
work behavioral support tools, real-time work coordination 
systems, two-way communication channels, and other 
technologies, leaders have an embarrassment of riches 
at hand now to address employee experience in a more 
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focused and dynamic way. Not only can they  
drill down on which employees require more and 
varied types of support, but they also can personalize 
the actions that create widely shared and much-
needed feelings of well-being and cohesion across 
the workforce.

“The growing sense is not that the new 
digital tools being rolled out to enable 
workers are hobbling productivity; 
rather it is that the sheer number of 
such applications—each working 
differently—provides an inconsistent 
user experience.” 

Dion Hinchcliffe, Employee Experience - Moving to a Decisive 
New Model for the Future of Work
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This path leads directly to more connected, effective, 
engaged workers who can create an unbeatable 
competitive advantage for the organization, never 
mind that it’s the most responsible way to support 
and provide a rewarding and sustainable future for 
organizations going forward. But the challenge is in 
committing the time and resources to better design 
today’s relatively haphazard jumble of digital tools 
and touchpoints, adding vital new capabilities along 
the way and delivering them in a more usable and 
consistent manner.

“On average, companies are 
using seven different tools 
for messaging, collaboration, 
file sharing, and meeting 
management.” 
Dion Hinchcliffe, Employee Experience - Moving to a 
Decisive New Model for the Future of Work
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The Demand for Agility Advances the Era  
of Integrated Communications
Hunter Middleton, Chief Product Officer, 8x8

In 2022, change will continue to be the only constant.  
This means changing staffing models and locations as 
work moves beyond being a place to go. 

This means changing customer expectations and 
changing employee demands as events such as the 
Great Resignation and Great Reprioritization continue. 
As workers leave by the millions each month with 
expectations for better work/life balance, better pay, 

better culture, better technology, better you name it, 
customers, despite the disruption, will continue to expect 
more, more, more.

This means changing customer and employee experiences, 
as business and talent are no longer limited by time  
or place. Employees will expect to be able to work any 
time from anywhere, and customers will expect the same 
24/7 engagement. 
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While organizations were given a sympathetic 
adjustment-period pass in 2020 and 2021, expect 
customer and employee patience to run short in 2022. 
Businesses will need to make long-term technology 
choices that own up to today’s and tomorrow’s 
demands. Agility will become the number one 
competitive advantage, and the requirements around 
it will advance and accelerate the era of integrated 
communications. 

87% of IT leaders who identify their organization 
as forward-looking say that an integrated 
cloud communications solution is the future  
of business communications. 

State of Business Communications Report
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New CX + EX demands demand a  
UC + CC solution

Enterprises that moved to the cloud in 2020 with band-
aid solutions to accommodate remote work and customer 
engagement are now seeking a single platform solution as 
they try to best their competitors in digital transformation 
acceleration, and with that, transforming the employee 
experience (EX) and customer experience (CX). 

Integrated communications is a growing trend in  
the market where companies see the value in having  
a single cloud communications platform for all of their 
needs across unified communications (UC) and contact 
center (CC). One vendor. No silos. Solving for CX, EX,  
and everything in between. 

The 8x8 eXperience Communications Platform™ for  
XCaaS is an example of this platform approach. 
Company-wide collaboration including voice, video 
meetings, chat, and APIs connects every employee 
whether they’re in-office, hybrid, remote, or mobile, and 
extends into the contact center to provide real-time 
access to organizational SMEs to rapidly serve customers. 
And non-contact center departments get access to 
advanced contact center capabilities in their UC apps 
to improve sales, marketing, and more. This not only 
enhances agility but business resilience by creating  
an advantage even in times of adversity.

84% of organizations that have deployed 
an integrated cloud communications 
platform (UC + CC) have experienced 
increased employee productivity. 

State of Business Communications Report
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Current platform providers set the trend

Given some of the recent moves you’ve seen in our 
industry, including our own, I like to think of 8x8 as a 
trend-setter in this regard. We’ve spent almost a decade 
innovating to support this new integrated era. And the 
advantages of a single provider solution are astounding 
according to Metrigy research:

These advantages, from one platform, one solution can  
be experienced today with 8x8, not years in the future 
after many of today’s dual-solution partnerships mature. 

The world is dynamic. Business is dynamic. And the 
competitive landscape is shifting quickly for everyone. 
The future of work is upon us, and with that, the era of 
integrated communications.

85% 
of organizations that have deployed an integrated 
cloud communications platform (UC + CC) have 
experienced increased customer satisfaction. 

State of Business Communications Report

37% 57% 14%

Nearly 100%

Improvement in contact 
center agent efficiency

Customer rating  
improvement

Decrease  
in costs

Revenue improvement for  
certain areas of the business

2022 Business Communications Trends 23

https://www.8x8.com/blog/single-platform-for-uc-cc-expands-benefits
https://www.8x8.com/resources?asset=bpuvueepulb03c360va5045gtc


Composed  
experiences

242022 Business Communications Trends



Collaboration Evolves with Composed Experiences
Hunter Middleton, Chief Product Officer, 8x8

In 2021, employee experience tools combining voice, chat, 
and video became ubiquitous, enabling collaboration 
among remote and hybrid teams as everyone moved 
to remote work. There are certainly user groups out 
there that will continue to benefit from further technical 
innovation, but a large number of users are finding that 
what they got last year from providers is a lot of features, 
a lot of technology, but not a lot of understanding of what 
they have to do in their teams each day to use these tools. 

They have enough tech. What they need now is for that 
existing tech to be more aware of their role and use 
case, and to be thoughtfully combined into experiences 
that support the specific collaboration going on in their 
function day to day: field sales teams collaborating 
around opportunities, event staff that are organized  
and reorganized into project teams each day, retail floor 
staff tag-teaming their curbside pickup SMS notifications. 
One size does not fit all.
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The level of collaboration tech-savviness has also 
moved forward leaps and bounds in the past year.  
As a result, users are very aware that the generic tools 
they are given could work so much better for them  
if only someone would take the current tech and 
target their use cases better. 

8x8 is putting the user first with our focus on building 
composed collaboration experiences for those  
poorly served populations that have more needs than 
the traditional back-office worker, but not so many 
needs that they require a fancy omnichannel contact 
center app. 

of employees agree their organization has 
invested in providing them with resources 
that allow them to work the way they would 
on-site in a virtual environment. 

Gartner Hybrid Work Employee Survey

59%
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We recently launched 8x8 Frontdesk for the company 
receptionist. This role requires a specific subset of 
communication capabilities: incoming call queues, 
active call handling, and a slick, intelligent company 
directory. These users aren’t in meetings all day or 
collaborating in an extensive set of team chat rooms. 
Today’s ubiquitous, generic, unified communications 
app has these, but is cluttered with many capabilities 
they don’t need and is cumbersome for them to use. 
So we delivered a streamlined, one-page screen  
with just what they need and several receptionist-
specific one-click actions to drastically simplify their 
repetitive workflow.

This is the year you will start to see use-case- 
focused user experience design take the forefront 
in the evolution of collaboration, not another 
technical innovation.

“I believe the era of 
composable communications 
has arrived. Composability 
should lead to greater 
customization, so we can  
all work the way we want.” 
Zeus Kerravala, Founder, ZK Research, eWeek
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The Expectation for Instant CX Grows
Sheila McGee-Smith, Founder, Principal Analyst, McGee-Smith Analytics

In our personal lives, we send a text and look for an 
immediate response. We get excited when we see the 
dancing bubbles, letting us know that a response is on  
the way. 

In our interactions with companies, often in browser-based 
chat, rarely do we have the same instant, positive reaction. 
The time between responses can usually be counted in 
minutes, not seconds. As a contact center professional, I’m 
often left wondering how many chats the agent is trying 
to handle simultaneously and when they’ll get back to me. 

When instant resolution happens with a company I have 
trusted with my business, I not only reward them with more 
loyalty, but I also spread the word. 

In late October, I found myself on a plane with a decent 
Wi-Fi connection and no more energy for work. I decided 
to do some early Christmas shopping. I filled my cart with 
10–12 items, each one personalized with the name of the 
recipient. I completed the transaction and received a 
confirmation email. That’s when things took a turn  
for the worse.
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I quickly realized that there were two duplicates. I had 
mistakenly hit send more than once on those items 
and hadn’t caught it when reviewing my shopping 
cart. Because these were customized items, I had just 
one hour to correct the order, an hour I would still be 
in the air. 

I then noticed that the email said I could call or text 
to resolve any issues. While making a phone call in 
the air is a no-no, and pretty difficult with a mask on,  
I could certainly send a text. And so I did.

The graphic at right tells the story. Very quickly, 
Mariah at Lands’ End responded to my text, 
understood the issue, deleted the duplicates, and sent 
a revised email confirmation. Crisis averted.
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As someone who frequently tweets about the customer 
experience market, the message of this delightful 
experience was shared with my 14,000 Twitter followers, 
2,000 of which saw the tweet and 165 who engaged with 
it in some way (primarily viewing the full graphic).

There are a few elements in this transaction that  
illustrate customer experience best practices and  
growing expectations as we enter 2022:

 ■ Voice can no longer be the only option for certain 
types of transactions. Even healthcare-related and 
financial services interactions can be secured with 
proper security diligence. Today’s customers expect 
digital options.

 ■ Often companies use digital options like chat or 
messaging to ensure they don’t lose a sales lead. 
These agents typically have no ability to manage 
service-related issues (like mine in this case). Similarly, 
it is often an outsourced contact center handling 
the interaction, who again has little information on 
anything other than sales. 

 Customers expect more when they contact a 
company. They don’t want to be transferred or 
told to call a toll-free number (with limited hours) 
to handle an issue. In my situation, this agent was 
able to communicate within the company to make 
the required change before it was too late. This may 
have been digital access to the ordering system or an 
internal chat function to reach out to a colleague to 
ensure the change was made. 
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 ■ Finally, the agent who handled my issue was 
empowered. She didn’t say she had to transfer me. 
She didn’t say she had to put me on hold or ask 
a supervisor. She didn’t say it’s late at night and 
there’s no one here that can handle your issue, call 
back tomorrow. She was empowered not just by the 
practices of the company, which allowed her to alter 
an order, but by the systems that the company had 
put in place to enable her to do so. Instantly.

Instant customer experience is not about one agent 
delivering great customer service. It’s about a company 
setting its agents up to succeed, with the digital channels 
customers want to use and the systems that allow them to 
communicate across the business to seamlessly solve issues. 
It’s about a company culture that values delivering great 
experiences to its customers – to build customers for life.  
It’s an expectation you’ll see more of in 2022 and beyond.

43%
said they want the ability to quickly 
communicate with the brand one-on-one 
through two-way text conversations. 

Yotpo Shoppers Tell All Consumer Survey Report

55%
of consumers say they prefer text messaging 
over other communication channels because 
it’s immediate, convenient, and allows them to 
quickly get updates.  

Yotpo Shoppers Tell All Consumer Survey Report
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Speed, Efficiency, and Cost Reductions are  
Driving Hyperautomation to the Forefront
Kevin Butler, Vice-President of Product, Vertical Communications

In 2022, one of the key trends that will separate highly 
successful businesses from their peers is embracing 
hyperautomation. 8x8 has identified it as a key trend, 
as has Gartner. But what is hyperautomation, why is 
it important now, and how do you get your business 
ready for it?

 By 2024, organizations will lower 
operational costs by 30% by combining 
hyperautomation technologies with 
redesigned operational processes. 

Gartner Forecasts Worldwide Hyperautomation - Enabling Software 
Market to Reach Nearly $600 Billion by 2022
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What is hyperautomation?

Didn’t we all just get done automating all our business 
processes? What is this “hyper” thing? The word 
hyper comes from Greek and is translated as, “over, 
beyond, or above.” Literally, hyperautomation means 
accelerating your automation efforts to the next level 
using tools like:

 ■ Artificial Intelligence (AI)

 ■ Single data source (datamart, data lake)

 ■ Business process automation

 ■ Low-code/no-code tools
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These tools accelerate business process transformation 
to the speed of software algorithms. Keeping up with this 
technology-driven transformation is rated the biggest 
challenge in global business by senior business leaders. 
Embracing hyperautomation allows you to meet that 
challenge and outpace your competitors.

Hyperautomation goes a step beyond previous efforts by 
automating the change effort itself. For example, initial 
automation efforts might transform the bill pay reminder 
process from a manual effort where a staff member 
sends out reminders to an automatic process that 
sends out voice calls, texts, or e-mails to your customers. 
Your database might include a preferred means of 
communication for each customer.

Hyperautomating this process uses a machine-
learning algorithm to compare response rates to each 
communication method and determines the most effective 
way to reach out to your customers to increase prompt 
payments. The process could analyze the entire customer 
list and determine which method works best across all 
customers. Individual customer analysis might specify 
which communications method works best for each 
customer. Further, it might suggest NOT sending reminders 
to reliable payers to improve the customer experience. 

This is a simple example of hyperautomation, but you 
can immediately see the benefits. The key is that it isn’t 
a person doing the analysis. AI analyzes the data across 
multiple sources and makes suggestions. It then loops 
through the results and makes further refinements as 
it continuously improves performance. That’s the heart 
of hyperautomation, accelerating change through an 
automated review and revision of the process.
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Why is it important now?

There are several key forces driving hyperautomation 
including:

 ■ Staffing shortages

 ■ Increasingly challenging business environment

 ■ Accelerating rate of transformation

Hiring was a key corporate challenge in the past year 
forcing recruiters to adapt. Staffing shortages are 
driving demand automation to replace missing workers. 
Hyperautomation, however, doesn’t just fill specific worker 
gaps, it creates new efficiencies. This makes it a critical 
tool for many industries. 

For example, adding intelligent call or chat handling to 
your contact center can reduce the number of agents 
needed in a tough hiring market. Hyperautomation 
achieves this by analyzing contact center interactions to  
find low-hanging fruit for automated call-handling, allowing 
chatbots to take calls and eliminate agent workload—
while still keeping the customer experience high.

33%
One-third of technology executives 
are prioritizing capabilities in artificial 
intelligence (AI) to personalize products, 
services and experiences. 

PwC Future of Work Pulse Survey
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Staffing shortages are not the only challenge facing 
business right now. Supply chain issues, frequent natural 
disasters, the ongoing COVID crisis… the list goes on. 
The complex interaction of all these challenges demands 
faster deployment of innovative solutions, but determining 
the impact of multiple different crises on your business 
transformation can be a very complex nut to crack. Enter 
hyperautomation, which can use data from multiple 
sources to see the real impacts and suggest solutions. 

Several years ago, one of our retail pharmacy customers 
noticed a huge spike in unanswered calls to their stores 
due to a major hurricane. The stores’ staff had evacuated. 
We helped them manually reroute calls to stores outside 
the storm footprint. Hyperautomation processes could 
have identified the problem as soon as it started and 
proactively rerouted calls to stores able to handle the 
traffic.

Hyperautomation solves business problems faster than 
humans can do it alone. Software algorithms can make 
necessary decisions, implement them, and measure 
the results without human intervention. This creates 
an accelerating loop that supercharges your business’ 
transformation and allows your business to keep up with 
your competition — or even outpace them.

Hyperautomation is the key to accelerating 
your organization’s rate of change. You need to 
start preparing now to stay relevant. Preparing 
for hyperautomation isn’t just developing a 
competitive advantage, it will eventually be 
necessary for your organization’s very survival.
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Getting ready for hyperautomation

So how do you get ready for this trend? Maybe you are still working on converting manual processes. 
Maybe you aren’t ready for hyperautomation. There are still some steps you can take to help prepare 
and get your business aligned to accelerate change.

1 2 3 4
Pool your data.  
One of the biggest barriers to 
change is siloed data. If your 
information is isolated and can’t 
be connected, it will be very 
hard to hyperautomate. Bringing 
your information together into 
a common pool or lake of data 
makes it simpler to analyze  
your business processes and  
see real results.

Single platform.  
Integrating across multiple 
platforms introduces 
complexity that will slow your 
hyperautomation efforts. 
Standardizing on a single platform 
(such as a single communications 
platform) will accelerate your 
hyperautomation efforts.

Low-code/no-code.  
Using platforms with simple 
programming environments allows 
your team to make changes 
without involving engineers. This 
reduces the complexity of the 
change process and can make 
iterating through solutions faster. 
These low-code environments 
accelerate transformation.

Broad API set.  
No matter how much you 
work on consolidation, there 
is no single software or data 
source for everything. This is 
where APIs come in. If your 
platforms are open with broad 
APIs that allow sharing of 
data and automation, you will 
be well-positioned to begin 
hyperautomation. Conversely,  
if your platform is closed, you 
will face great challenges.
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Hyperautomation is the key to accelerating your 
organization’s rate of change. You need to start 
preparing now to stay relevant. Preparing for 
hyperautomation isn’t just developing a competitive 
advantage, it will eventually be necessary for your 
organization’s very survival. Make sure to prepare  
now to keep in the game in 2022 and beyond.
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Your Home Office is Now a Threat Vector and More Reasons 
Your Company Must be Extra Vigilant about IT Security in 2022
Michael Armer, VP, Chief Information Security Officer, 8x8

As if IT security executives do not have enough to worry 
about, the increase in hybrid work environments provides 
attackers with increased numbers of points of entry into 
a corporate network. In industry parlance, this is called a 
threat vector. Work from anywhere also means a breach 
can start from anywhere.

Hybrid and remote work is not the only current 
challenge for CISOs. Attacks are becoming increasingly 
sophisticated and automated. Bad actors are not only 
using AI to spot network weaknesses, but they are also 
employing advanced psychological techniques to spot 
and exploit human weaknesses too — the kind that 
induces a malicious click. 85% of breaches involve the 
human element, according to the Verizon 2021 Data 
Breach Investigations Report (DBIR).
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It is this sophistication that shapes my 2022 IT security 
trends. IT and business leaders must be more vigilant 
than ever to protect corporate data, intellectual 
property, and other assets. And by the way, voice 
and video calls generate data, the ones and zeros of 
the actual digital calls, but also the metadata that 
contains analytics and caller/customer information.  
It all needs to be protected. A few of the trends I see 
are as follows.

43%
of CIOs and CTOs see data privacy, 
cybersecurity and compliance as the most 
pressing tech challenges of hybrid work. 

PwC Future of Work Pulse Survey
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Cloud communications buyers are more proactive about including security into their solution design

Security is a top UCaaS/CCaaS vendor selection criteria 
with 90 percent of respondents in a survey conducted 
for 8x8 by Hanover Research naming it as an important 
capability. I am seeing more frequent engagement by 
customer IT security officials as part of the design process. 
They are asking good questions about identity and 
authentication, such as, “Do they need to deploy VPN 
and/or single sign-on (SSO) technologies?” “How does the 
increasing use of SMS and text messaging in customer 
interactions as well as their full stack of applications 
impact risk?”

That security is becoming fully baked into communications 
solutions as part of the growing zero-trust philosophy 
which assumes everything attempting to enter your 
network has bad or illegal intentions until it proves 
otherwise. This approach has two siblings. One that says 
you should assume that you will be breached and another 
that you should assume that your organization will be the 
subject of an attempted ransomware attack.

These attitudes are effective business continuity and 
resiliency tools because they allow organizations to plan 
for potentially-needed recovery operations that minimize 
financial and data losses as well as unplanned downtime. 90% of IT leaders say that improved security is 

a key benefit of an integrated cloud unified 
communications and contact center solution. 

8x8 State of Business Communications Report
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There are two additional ways I see cloud computing 
customers becoming more engaged about their provider 
and their specific solutions. The first is asking tough 
questions about a prospective vendor’s security controls 
they have that maintain uptime and protect data.  
Do they have redundant data centers, what are their 
backup windows, and what is a common mean-time to 
recovery (MTTR)? 

With virtually all cloud services, your data lives on a 
multi-tenant server in a public cloud. Providers employ 
isolation techniques to keep your data separate from 
other customers’ data. While it is not very popular today, I 
am starting to see more interest in customers purchasing 
a private instance on a public cloud through their cloud 
provider so they can implement additional controls or 
backup protocols. This won’t be for everyone, but it shows 

increasing flexible options for customers who are vigilant 
about their security posture. I expect you will start to see 
larger enterprises exploring this option more in 2022.

Unintentionally or otherwise, employees are the 
biggest information security risk

Phishing works. Verizon’s DBIR says tricking employees 
to reveal corporate information and access, known as 
phishing, was part of breaches 36% of the time in the past 
year.

Not offering phishing training has consequences. 
KnowBe4’s 2021 Industry Benchmarking Report found that 
34.1% of untrained end-users will fail a phishing test.
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In 2022, more companies will commit to more 
employee education to make them less susceptible 
to phishing attempts. Committing means required 
classes between two and four times a year. Annual 
training does not cut it because people forget things 
they learned or may be less vigilant if the information 
isn’t fresh in their minds.

Training alone is insufficient. It is important to conduct 
simulated phishing security tests to determine what 
percentage of employees are failing the test and 
which employees need additional training. I see 
more companies conducting these kinds of tests in 
the coming year. After all, you can spend millions of 
dollars on security infrastructure, but all it can take is 
a single click to allow someone unauthorized access 
to your network.

 The top two enterprise 
priorities are now  
cyber security (58%)  
and hybrid working (55%), 
with customer experience, 
business processes and  
better empowering frontline 
workers tied in third place  
at 49%. 
Omdia Future of Work Report
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Organizations need AI and crowd-sourced intelligence to keep up with cyberattacks

To give you a sense of the rising numbers of security 
threats, human researchers from Crowdstrike’s human 
research team directly identified more than 65,000 
potential intrusions in the 12 months ending June 30, 2021. 
This is naturally a subset of all the potential intrusions in 
the wild, but it shows how companies, especially smaller 
and mid-size businesses, can be overwhelmed.

By the end of 2022, utilizing AI and machine learning, in its 
various forms, will be table stakes for security operations 
(SecOps) teams whether as an on-premises product, SaaS, 
or via a managed service. AI will be an organization’s first 
line of defense to detect anomalous behavior and block 
potential intrusions as soon as possible.

Businesses are also fighting back cyber adversaries by 
participating in threat intelligence-sharing programs 
to spread awareness, prevention, and remediation 
techniques. There are a growing number of available 
private and open-source platforms available.

Bug-bounty programs that compensate ethical hackers 
for disclosing vulnerabilities are increasingly popular too.
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Watch your APIs or they could end up biting you in the CPaaS

Another security trend to watch in 2022 is the growth of 
SMS, texting, and video (CPaaS) in customer interactions. 
There are several popular use cases including status alerts, 
user authentication, customer support, and more. From 
a security perspective, these channels present avenues 
for phishing activities. Many of these services operate 
via APIs. They could be open source or from a vendor. 
Security teams or their trusted advisors need to evaluate 
the API code and also make sure that APIs are configured 
correctly with their primary communications applications.

Another security trend to watch in 2022 
is the growth of SMS, texting, and video 
(CPaaS) in customer interactions. There 
are several popular use cases including 
status alerts, user authentication, 
customer support, and more. From a 
security perspective, these channels 
present avenues for phishing activities. 
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Could hybrid work environments cause changes to privacy regulations?

I could write another article about privacy, particularly as 
the world is changing so rapidly. One question that comes 
up about privacy is around regulations such as HIPAA and 
GDPR. Will the regulations adapt to reflect the new world 
of work and the threats that come with it?

Whether you are logging in to work from the office, 
your home laptop, or your phone, an endpoint is still an 
endpoint. So endpoint security controls are not all that 
different from each other except that you have more 
control over corporate-owned devices than an employee’s 
personal devices. Security principles still apply. 

 
However, in practice in 2022, things could be different. 
For example, could a compliance audit require employee 
home visits? It is too early to know, but regulators are 
thinking about what changes and accommodations,  
if any, need to be made to regulations that impact  
health care, financial services, government, and other 
regulated industries.
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Final thoughts

It is going to be an exciting and stressful 2022. Investing  
in employee training about phishing and ransomware 
will be some of the best security investments you can 
make. A 2021 survey by Entrust found that only 52%  
of employees at enterprise companies were given  
anti-phishing training and just 31% were given training  
to prevent ransomware. I think the numbers will go  
way up in 2022.

Security professionals are a hardy bunch. Many security 
teams are understaffed for the big tasks ahead of them 
in 2022. Yet they persevere and hold the line to protect 
against existential threats to a business. Be patient. Take 
that online phishing awareness class again or change 
your password without complaint. Appreciate your IT 
security professionals. In 2022, it is going to take a village 
to keep your business secure.
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Digital Transformation Initiatives are Just Getting Started
Bryan Martin, Chief Technology Officer, 8x8

Legendary U.S. television actor Sam Waterston famously 
said, “If you are not moving forward, you’re falling back.” 
That sounds like modern digital transformation as 
economic and competitive pressures blow up IT initiative 
timelines. The pandemic caused projects scheduled for 
completion in years to be a reality in weeks.

So where are we now?

Organizations have come to realize that communications 
are a core tenant of their business operations that impact 
every aspect of a customer relationship. Businesses are 
working to figure out how they can use communications 
to their strategic benefit, whether that means customer 
engagement, employee collaboration, e-commerce 
capabilities, or introducing other innovations.
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So from a transformation perspective, that’s where 
many organizations are today. There seems to be a 
near-universal recognition that you cannot transform 
your business if you don’t transform how your 
communications infrastructure works. 

Digital transformation, however, takes on many flavors 
and shapes. Reinventing a business to adapt to 
economic, competitive, and customer pressures is an 
ongoing imperative. This is why digital transformation 
will be a big 2022 business communications trend 
even though we are two years in from the beginning 
of COVID. 
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More than remote access

Many of our customers I speak with take a holistic view 
about their transformation activities that extend beyond 
providing remote access, which was one of the big early 
concerns. They are investigating how they can reimagine 
business processes to make work smarter and more 
efficient. What tools do employees need to have to be the 
most productive and collaborative? This is all at a time 
when concerns about “shadow IT” have disappeared. It is 
common now for employees to be connected to networks 
that IT doesn’t control. So it is no easy task.

As a result, a big transformational challenge for IT 
leaders in 2022 is to optimize employee experiences so 
they can get work done with as little friction as possible 
while concurrently serving the demands of the larger 
organization.

 While 71% of the global 
workforce now sees the 
physical office space simply 
as a social amenity rather 
than a mandatory way of 
working, 85% feel that being 
confident in their technology 
allows them to excel at work. 
Forget Flexibility. Your Employees Want Autonomy,  
Harvard Business Review 
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Continued transformation activities elevate the role of IT

IT leaders have been rock stars during the past two years, 
in many cases strengthening organizational resilience, 
and in some, keeping their companies alive. It has 
become good corporate governance to give IT a larger 
seat at the C-suite strategic table and the influence and 
budget that comes with it. This sounds great on its face, 
but it also adds a lot of pressure on IT leaders to solve 
problems and create opportunities quickly. As a result, 
buying communications services has become much 
more consultative with a greater reliance on trusted 
partners. Adopting a cloud telephony platform may be 
straightforward, but there are a myriad of options to 
consider including integrations, analytics, collaboration 
tools, and more.

Blending strategic IT investments that satisfy corporate 
and employee needs will be one of the biggest digital 
transformation stories in 2022.

Tech at Work and the Employee Experience, PwC

90% 92% 
of C-suite executives believe 
their company pays attention 
to people’s needs when 
introducing new technology, 
but only about half (53%) of 
staff say the same. 

of C-suite execs say they’re 
satisfied with the technology 
experience their company 
provides for making progress 
on their most important work, 
only 68% of staff agree.
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Moving off-premises to the cloud remains part of the transformation story for 2022

The massive shift to cloud communications is continuing. 
There is still a large on-prem install base. Many of these 
companies operate very traditional infrastructures, often 
supporting industrial applications, financial services, 
manufacturing, etc. We talk to these kinds of businesses 
regularly. They are trying to determine how they can gain 
the benefits of the cloud in ways that work for them and 
their end users. They are motivated to make sure that 
their employees have the right tools to be successful in 
the modern world. For these companies, the move to the 
cloud can happen in stages as they become assuaged, or 
at least more comfortable, about how they can maintain 
performance, availability, and security levels when taking 
on a new model.

 More than 47% of companies 
now use, or plan to use, 
UCaaS for their calling needs, 
while 82% use video for all  
or most meetings. 
Metrigy Workplace Collaboration: 2021/2022
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You’re using an integrated cloud 
communications platform, now what?

Personalization is another area ripe for digital 
transformation in 2022. With more and more 
integrated services and more plentiful APIs, 
companies are looking for flexibility to provide 
employees with tailored (often called composed) 
experiences meaning they can license features 
and benefits according to job function or company 
industry, such as health care or financial services. I 
would expect the cloud communications industry 
to get creative to deliver more of these composed 
services in 2022.
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Final thoughts

Digital transformation will be continually at the top of 
the corporate agenda because innovation is happening 
so quickly with tools becoming stronger, faster, and less 
expensive. Just look at automation, analytics, and AI. As 
all three become more accessible, we’re seeing companies 
dive right in to explore how they can benefit from each. 
Additionally, collaboration and other technologies are 
maturing all the time. Expect prime time soon for more 
advanced virtual assistants including conversational 
interfaces, innovative SMS/Text applications, and AI-based 
monitoring tools. Plus, there will be companies that find 
game-changing ways to use 5G.  

Perhaps the only bigger buzzword than digital 
transformation right now is the hybrid workplace. But they 
are intertwined this year. With the specter of continuing 
public health situations, hybrid is the new norm, perhaps 
forever. People and businesses are still trying to determine 
how they can make hybrid work environments sustainable. 
This is why digital transformation will be one of the biggest 
macro IT trends of 2022. Businesses do not want to thrive 
just for this year, they want to be agile enough to thrive for 
the long haul. 

80% Composable application architecture empowers such adaptability, 
and those that have adopted a composable approach will outpace 
competition by 80% in the speed of new feature implementation.

Gartner Identifies the Top Technology Trends for 2022
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Taking the next step
Whatever your precise needs, 8x8 can help you tailor a flexible, powerful, cloud-based solution with 
an integrated contact center, voice, video, and chat. The 8x8 eXperience Communications Platform™ 
powers engaging, responsive communication experiences that delight customers and make your 
business more agile. 

Unlike point solutions, 8x8 delivers personalized experiences that boost employee productivity, 
guarantees platform-wide uptime, and lowers costs. 

Talk to one of our experts now. Visit 8x8.com.

https://www.8x8.com/products/all-in-one-communications
https://www.8x8.com/
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